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20th February 2024 
 
 
Dear Parents/Carers 
 
WhatsApp 
 
We have recently been made aware of some unkind behaviour by some of our pupils outside of school 
hours whilst using WhatsApp. 
 
Whilst this form of communication can be a valuable tool, it can also cause a considerable amount of 
distress and damage when used inappropriately and can lead to police action.  To help parents/carers 
navigate the mind field of modern technology, attached is a comprehensive guide to WhatsApp and 
keeping your child(ren) safe.  Please can you take time to share this information with your child(ren). 
 
Please be aware, that pupils are required to hand mobile phones to staff at the start of the school day and 
they are returned at the end of the school day, no pupil will be allowed to access their mobile during school 
hours. 
 
Thank you for your support and I hope that you find the guidance useful. 
 
Kind regards. 
 
Yours faithfully 
 

Sue David 
 
 
 
Sue David 
Assistant Principal Enquire Pathway 
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Is WhatsApp safe for my child? 
 

What is WhatsApp? 
WhatsApp is one of the most popular instant messaging apps, used by over 2 billion people in 180 
countries. It allows you to send and receive messages, as well as make voice and video calls. You 
can connect with people individually or join group chats where lots of people can contribute. All you 
need to set up a WhatsApp account is a phone number. 
 
What age rating is WhatsApp? 
The app is rated 16+. 
 
Features of WhatsApp 
To connect you with others, WhatsApp checks your phone’s address book for other users and 
automatically suggests these as your WhatsApp contacts. It also updates your WhatsApp contact 
list whenever your phone contacts sign up to the app. This is an optional feature, and you can switch 
it off, but this puts limits on the app’s functionality. 
 
When you are using WhatsApp, certain information is shared with your contacts: 

• Status – this allows you to share updates on your profile in the form of text, photo, video, or 
GIF that disappears after 24 hours. 

• Last seen – this tells your contacts what time you last used the app. 

• Online – this tells your contacts if you are currently using the app. 

• Read receipts – this allows users to see if the message has been sent, delivered, and read. 

Through the privacy settings in the app, you can help your child control who can see this information. 
 
The new 'Communities' feature allows users to connect multiple groups together under one umbrella 
to organise group conversations on WhatsApp, meaning that thousands of users can join a 
community. A WhatsApp community, unlike a group, is a collection of related groups under one roof. 
 
WhatsApp makes use of certain features that are focused on the privacy of its users. Some of these 
key features are: 

• End-to-end encryption – this means that only people within the chat can read or listen to 
what is being sent. WhatsApp cannot view these messages, and they cannot be remotely 
accessed by police or government, and they can’t be seen by hackers. This means that the 
message privacy is more secure, but also means they can’t be monitored for illegal activity. 

• Disappearing messages – this is an optional feature that allows you to set messages to 
disappear 24 hours, 7 days, or 90 days after sending. This setting can be applied to all chats 
or selected ones. It is important to remember that messages can still be saved, 
screenshotted, or forwarded before they disappear. 
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• View once – this feature allows you to send photos and videos that disappear from your chat 
once they’ve been opened. The image or video that you send cannot be saved, shared, or 
forwarded and you can see when it has been opened (if you have read receipts turned on). 
The image or video expires after 14 days if it is not opened. 

• Live location – this allows you to share your real-time location for a certain amount of time 
with other users in an individual chat or group. You can stop sharing at any time but the 
people you shared it with will still be able to see your last updated location. 

Tips to help keep your child safe on WhatsApp 

Get to know privacy settings 
There are four main settings that you can use to help your child control who can see their information: 

1. Everyone – allows all users to see your profile photo, about or status. 
2. My contacts – only allows people from your phone contacts to see your profile photo, about, 

status, last seen and online. 
3. My contacts except… – allows you to exclude certain people in your phone contacts from 

seeing your information. 
4. Nobody – doesn’t allow anyone to see your information. 

The default setting on WhatsApp is ‘everyone’ but you can help your child to set their privacy controls 
by clicking the ‘settings’ cog and selecting ‘privacy’. Here you can select each type of information 
and change it to the setting that you want. 
 
To prevent children being added to groups by people they don’t know, we recommend changing the 
group settings to ‘My contacts except’ and using the tick icon to select all contacts. This option 
means only your child’s phone contacts, except those you exclude, can add your child to groups. 
But by selecting all contacts, it means that nobody can add your child to a group chat without first 
sending them an invitation. 
 
In the same section, you can also switch off ‘read receipts’, which means other people cannot see 
when you have read their message. This might help if your child is feeling under pressure to respond 
to messages. 
 
Make use of safety features 
Show your child how to block and report other users of the app or inappropriate content. For 
information on how to block or report on WhatsApp visit: How to block and report contacts | 
WhatsApp Help Center. 
 
Talk about sharing 
Talk to your child regularly about what they should and shouldn’t share with others on WhatsApp.  
 
Remind your child that, even if they think what they are sending will stay private, others might save, 
forward or screenshot it. Talk to them about making sure others are comfortable with what they are 
sending and let them know they can come to you if they are worried about something they have 
shared on the app. 

https://faq.whatsapp.com/1142481766359885?cms_platform=iphone&helpref=faq_content
https://faq.whatsapp.com/1142481766359885?cms_platform=iphone&helpref=faq_content
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Set rules about location sharing 
Decide with your child if it is appropriate for them to share their location with others and who they 
are allowed to share it with. You can disable location permissions by going into your device settings 
and switching off location services for WhatsApp. 
 

What are the risks of WhatsApp? 
 
Unwanted Contact 
To contact somebody on WhatsApp, all you need is their phone number.  This means that your child 
could be at risk of receiving unwanted messages or calls from others. 
 
Pressure to Respond 
Features that allow other users to se when your child is online, if they have read a message or when 
they were last active on the app could make your child feel pressured to respond even when they 
don’t want to. 
 
Location Sharing 
The live location feature means that your child could reveal their current location to others.  This 
feature can be used in groups as well as individual chats so your child could reveal this information 
to people that they don’t know if they are in the same group. 
 
Inappropriate Content 
WhatsApp messages are end-to-end encrypted which means that the content cannot be monitored.  
This means that your child could see or hear harmful or upsetting content. 
 
Cyberbullying 
WhatsApp groups can be controlled by an ‘admin’, who can change settings, such as the name of 
the group, who is allowed to send messages, as well as being able to invite and remove people from 
the chat.  This could lead to children feeling left out or being deliberately excluded or removed from 
groups. 
 
Oversharing 
Privacy features, such as disappearing and ‘view once’ messages, might mean that your child feels 
safe to reveal private information or images.  However, there is always a risk that an unintended 
person might see what they have sent, for example if they are with recipient and they could 
screenshot images etc. 
 
Where can parents go for help? 
 
Safer Internet Centre – https://www.saferinternet.org.uk/advice-centre/parents-and-carers 

Connect Safely – http://www.connectsafely.org/ 

Common Sense Media – https://www.commonsensemedia.org/ 

Think U Know (part of CEOP) – https://www.thinkuknow.co.uk/parents/ 

 

https://www.saferinternet.org.uk/advice-centre/parents-and-carers
http://www.connectsafely.org/
https://www.commonsensemedia.org/
https://www.thinkuknow.co.uk/parents/

